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Background
Due to storage and fiscal restraints, most healthcare facilities are unable to maintain individual patient health information
indefinitely. Consequently, these organizations find it necessary to develop and implement retention schedules and destruction

policies and procedures.

(See also the June 2002 Practice Brief, Retention of Health Information.)

Recommendations

Destruction of patient health information by a healthcare facility shall be carried out in accordance with federal and state law
and pursuant to a proper written retention schedule and destruction policy approved by the health information manager, chief
executive officer, medical staff, and legal counsel. Records involved in any open investigation, audit, or litigation should not be
destroyed.

Some states require notification of patients, prior approval from a state agency, specify the method of destruction, or require
creation of an abstract prior to destruction. In the absence of any state law to the contrary, AHIMA recommends the
following:

» Destroy records so there is no possibility of reconstruction of information. Appropriate methods for destroying paper
records include burning, shredding, pulping, and pulverizing. Methods for destroying microfilm or microfiche include
recycling and pulverizing.

» Some computer system designers do not see any reason to purge and destroy computerized data, as the process may be
more expensive than retention. When facilities do make the decision to destroy computerized data, they should develop
methods of destruction that destroy the data permanently and irreversibly. Methods include overwriting data with a
series of characters or reformatting the disk (destroying everything on it). Deleting a file on a disk does not destroy the
data, but merely deletes the filename from the directory, preventing easy access and making the sector on the disk
available so it may be overwritten. Total data destruction does not occur until the back-up tapes have been overwritten.

o The laser disks used in write-once-read-many (WORM) document imaging applications cannot be altered or reused,
making pulverization an appropriate means of destruction.

» Reassess the method of destruction annually, based on availability of timely and cost-effective destruction services.

e Document the destruction, including:

o Date of destruction

o Method of destruction

o Description of the disposed record series

o Inclusive dates covered

o A statement that the records were destroyed in the normal course of business
o The signatures of the individualssupervising and witnessing the destruction

» Maintain destruction documents permanently. Such certificates may be required as evidence to show records were
destroyed in the regular course of business. Where facilities fail to apply destruction policies uniformly or where
destruction is contrary to policy, courts may allow a jury to infer in a negligence suit that if records were available, they
would show the facility acted improperly in treating the patient.
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» If destruction services are to be contracted, the contract should:

o Specify the method of destruction

o Specify the time that will elapse between acquisition and destruction of data
o Establish safeguards againstbreaches in confidentiality

o Indemnify the healthcare facilityfrom loss due to unauthorized disclosure

o Provide proof of destruction

Sammple Cetificate of Destrudtion
Facility Name

The irfornation described bd ow was destroved in the nommal course of business pursuant bo a proper refen-
tion schedu e and destruction polici es and procedures.

Date of desfruction:

Description of record sekies dsposed of:

Il usive dakes covered:

Method of destruch on:

[ 1 Buming [ 1 Sheddng [ ] Puping
[ 1 Refornatting [ ] Cwerwriting [ ] Puwerzing
[ 1 Other:

Records destroved by,

Wilhess signature:

Departmert manager:

Mode: Thiz sanw'e forr iz prolded for QIEcUssion puiposes oy
iz vt inderaded for wee WP advice of kegal coutael.
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